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What is cyberspace?
What does it mean to be secure?




—Dan Geer
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" threaten the rules-based order that maintains global stability. That's why
they're not merely internal matters and why we feel an obligation to raise
these issues here today.”

Director Yang Jiechi: “On cyberattacks, let me say that whether it's the
ablility to launch cyberattacks or the technologies that could be deployed, the
United States is the champion in this regard. You can't blame this problem on

somebody else.”



communication as defined by
information theory
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” (1 948) and Y The Human Use of Hum”e“ar“)
Beings (1950)

Linked to “space” to become
“cyberspace” by William Gibson in Burning
Chrome (1982)




Co”i"human system. Unthinkable complexity. Lines
of light ranged in the nonspace of the mind, clusters and
constellations of data. Like city lights, receding...”

— William Gibson, Neuromancer



Terms, definitions, and names
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The realm of electronic information
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In the literature and in the media, you will encounter many different names for
certain threat actors, pieces of malware, techniques, vulnerabilities, incidents,
and so forth

Please keep in mind that there are almost no standards or conventions for such
names in the cyber security field except by customary use and repetition
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confldentlallty, integrity or availability of CNI has taken place, the actions by a threat actor

iInformation to exfiltrate, alter, or destroy information
Vulnerability—A weakness or hazard that may be Computer Network Attack—CNA —After a CNE
used by a threat actor has taken place, the actions by a threat actor to

tt t physical d | flif
Tactics, Techniqgues and Procedures— TTPs—The AHEMPL prysicat damage orfoss oT e

technical and operational methods employed by a Cyber Incident—Generic term for any attempted or
threat actor successful action by a threat actor

Cyber Campaign—An organized, persistent effort
by a threat actor against a specific target
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programs and operating systems
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Any information or information asset produced, collected, 2 S/ =
stored or processed through a network or database
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Social Layer

All of the human interactions or human-to-machine
interactions that occur through information appliances,
devices, or networks
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LAYER
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Interactive

Users, groups, entities of any kind are in theory all interconnected —
Communication is “mesh-like” or a many-to-many network or
networks

Ubiquitous

Cyberspace is expansive because can touch any process or decision
that is computable —the stock of stored information is growing and

does not go away
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What is Cyber Security?
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records, account information, contact lists, etc., are on a

device that is transportable —smartphones, laptops, flash
drives

Information in Transit

Any information or information asset sent or received

electronically through a network, such as through a wifi
router




" Threats to mtegrlty are those which alter information in-
some way to the disadvantage of the owner, such as
financial fraud or disinformation through altered records

Availability

When an information asset or network is not available to a
person or industrial process when it is needed. Examples

include disabling an industrial control system, such as an
electric power plant to electrical grid




Processes

Administrative rules, policies, legal compliance requirements and
organizational relationships, such as in a supply chain, affect the
vulnerabilities present in an information system or network

Technology

Because cyberspace is inherently a technological phenomenon, many
security solutions have a strong technical component; likewise, threat
actors can exploit technical vulnerabilities in networks to intrude,
exploit, deny degrade or destroy an information asset
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Confldentlallty, Integrity, or Availability
of assets in cyberspace that are

In Motion, at Rest or In Transit



The need for cyber security measures is usually not recognized until it is too late and is
sometimes regarded as an impediment to efficiency or convenience —there is no easy way to
balance ends and means

We have not learned lessons from the past
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update from SolarWinds —one malware tool was then able to spoof registration of a new
laptop on the FireEye network and then escalate privileges, import further malware tools, and
move laterally inside FireEye impersonating a legitimate user

Once the malware signatures are identified, it appears that the Orion update was distributed to
18,000 SolarWinds customers (SolarWinds has 300,000 customers), including at least 10
federal government agencies and 450 of the Fortune 500

Further forensic investigations have uncovered the presence of this intrusion going back to
2019

Note: This intrusion is an evolving situation and information about it may become superseded at any time



Earliest identified FEYE SolarWinds
modification of SolarWinds Report

Orion software code 1213020
10/26/2019 |

Earliest recorded Weaponized SolarWinds Orion |

domain registration software updates released FEYE red team tools report
DBMEG2018 312020 6/2020 A AORAEG

| ;

12/08/2019 12M114/2020

DGA domain SolarWinds Security

avsvmceloud(. ] com Advisory released

acquired : |
212020

First SSL Certificate . 1315&&2&_
acquired Microsoft seizes

SUNBURST C2 domain

Timeline courtesy of Palo Alto Networks, Inc.




name SolarWinds.Orion.Core.BusinesslLayer.dll and then these “trusted” updates are sent to
Orion’s users

While updating Orion, the embedded malware loads (and hides) before the legitimate code
executes, so the user is misled into believing that no malicious activity has occurred and that
update is working properly, using the victims’ own digital certificates to establish false trust

The malicious file then contacts a remote command and control infrastructure to prepare
second-stage payloads, move laterally in the network, and either exfiltrate, change or
prepare to destroy data
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Exchange Commission filing

These investors sold more than 13 million share of SolarWinds stock at $21.97 per
share on December 7th, 48 hours before the IT infrastructure management firm
announced a new CEO

On December 11th, FireEye notifies SolarWinds and the US government and goes
public with the initial details

The US National Security Council calls an emergency meeting on December 12th

As of January 15th, SWI was selling at $15.82, a decrease of 28 percent
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could not exploit them all, did not want to exploit them all, had their tools go
dormant to be activated at a later time, or used the exploit against only a few
desirable targets

Recovery and remediation will be difficult, lengthy, and expensive



(Especially code from companies that employ people like me.) No amount of
source-level verification or scrutiny will protect you from using untrusted code.”

— “Reflections on Trusting Trust,” Communications of the ACM, 27 (August
1984):763.
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 clearance and finaerorint records of over 20 million 0., — 2 .7 __Z T EE EEIEEL AEEEEEEEE s
_ _ the Russian GRU
people —attributed to the Chinese Cyber Army

September 2017 —CCleaner: App used to remove
unwanted and unnecessary Windows files included
a version with malware designed to exfiltrate
information, affecting over 2 million PCs—A second
compromise in 2019 although not proven that the
same operators from 2017 were responsible

September 2015 —XcodeGhost: A “back door” into
Apple’s Xcode software (used to build iOS and
macOS applications), which injected additional code
into I0S apps. Discovered by a Chinese developer
at Alibaba and reportedly infected over 3,000 apps

March 2016 —KeRanger: A popular free BitTorrent In all these cases, rather than targeting an

app, Transmission, had its source code organization directly through phishing or exploitation
compromised that permitted a threat actor to of vulnerabilities, the threat actor chose to

employ ransomware extortion against users compromise developers in the software supply
chain, which vastly amplifies the number of potential
targets
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Recorded Future performed a detailed analysis of three known Russian threat
actors and found some overlap between SolarStorm and these groups—also
discovered “Nine technigues are novel and not seen in...known previous
incidents.” [pov-2020-1230]

Many details have not emerged as victims are in the process of either collecting
information, assessing the extent of the intrusion, or not disclosing specific
countermeasures before vulnerabilities can be patched or threats removed

Some known malware or dual use tools have also surfaced



T Tyt A
using Kazuar, obtained their malware from the same source

Some of the Kazuar developers moved to another intrusion set or group, taking
their skills and code with them

The Sunburst developers deliberately included these blocks of code as a form of
deception or false flag operation, to deflect, confuse or shift blame to another
threat actor
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We don’t learn from our mistakes—Supply chain penetration techniques have
been around a long-time—but they are also very difficult to defend against

Aggressive operations beget aggressive operations—Do we really know the
motives? Was this an actor emboldened, wanting to prove its capabilities,
retaliating for something done sub rosa, or what, really?
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cyber risk assessment, secure communication and Internet freedom and holds positions on the Board of Directors of four
corporations. He is a graduate of Georgetown and Oxford Universities.

novotny@american.edu
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